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Introduction

Overview

This guide describes in detail, how IBM ECM System Monitor (ESM) can be integrated with
Message Channels to forward ESM incidents.

Disclaimer

The content of this document is based on ESM Version 5.5.9.1-000. The descriptions and
guidelines in this document are for informational purposes only. Up-to-dateness, content
completeness, appropriateness and validity for all possible scenarios cannot be guaranteed.
All information is provided on an as-is basis. The author is not liable for any errors or
omissions in this document or any losses, injuries and damages arising from its use.

If you are planning to setup or configure ESM or to adjust an existing installation, it is
absolutely necessary to take into account current security whitepapers, release notes and
announcements from the official IBM ECM System Monitor product documentation website.
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Purpose of this guide

Message Channels are more and more used to interact as a team. These channels can be
filled with incident information that is collected by ESM. Every member of the team is
informed and the team can react and decide what to do with this information.

Requirements

- ESM Version 5.5.9.1-000 (already installed) — any ESM Version that has the Webhook

Task integrated should work

- Availability of a message channel (e.g. MS Teams or Slack)
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Step by Step setup

1. Prepare the message channel to accept webhooks

Example for MS Teams:

For MS Teams there is a webpage available that describes how an incoming webhook

connector can be set up for channels. The page URL is:

https://learn.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-

to/add-incoming-webhook?tabs=dotnet

At some point of the setup you will receive a webhook URL, which you need for the

integration with ESM. Note it or copy it to a document. The URL looks like this:

https://cenitgroupglobal.webhook.office.com/webhookb2/baa589c7-5f5b-4a9d-89d3-
7a4cbab7b71b@ce368477-a736-4353-b4ef-
741ef2740d36/IncomingWebhook/343157e99ad946e5a166dd1d8ab5c8e7/a6858fdd-a65f-
4093-867b-45a5958a51f1
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Example for Slack:

For creating a workspace in slack there is a “how to” available.

The page URL is: https://slack.com/help/articles/206845317-Create-a-Slack-workspace

Login to slack and open your workspace — in this case it is ESM-CSM-Workspace.

4= slack

First of all, enter your email
address

We suggest using the email address that you use at work.

slack.user@cenit.com (/] ‘

OR

\ G Continue with Google
\
\ # Continue with Apple
\

\ Already using Slack?
Sign in to an existing workspace
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Once you have signed in, you can create a new channel or use an already existing one. For

a new one, select the drop down at Channels and specify Create -> Create Channel:

Create channel

Create a sidebar folder pan (4

Q Administer >

Specify a name and create:

create channels X

Channels are used by your team to communicate. Ideally, they should
be topic-related - #marketing, for example.

Name N

l # esm-webhook»tesd 64 ]

Description (optional)

What is this channel about?

Set to "Closed".

Create

Right click on the channel and specify “View channel details”™:

# esm-webhook-test
~

Open in split view

View channel details

Copy

>

Channel stummschalten

change notifications

Mark channel as favorite

leave channel
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In the next window that opens, select the integration tab and click on “Add an app”:

1# esm-webhook-test N X
& £\ Enable notifications < Start call

Info members 1 The integration Ideas

Workflows G
Automate the tasks and processes that are important for your project
team - without any programming effort.

Show upgrade options

Apps

Use the tools you need to create reports, start
calls, submit tickets and more - right in the
channel.

Add an app

Send emails to this channel G
Get an email address that publishes incoming emails to this channel.

Show upgrade options

In the next window that opens, select “Opinion” next to Incoming Webhook:

apps too
# esm-webhook-test View App Directory
add to

Q_ Search by name or category (e.g. Productivity, Sales)

In your workspace (12)

Jenkins Custom Slack Bot
& Jenkins Custom Slack Bot Addto

Giphy =
i An online library of animated GIFs Opinion

& Pulled off
o .. scriptable chat bot. Add to

“ CENIT Webhook

Opinion
Easy way to send messages to different channels i

L /e Addto

Watson

)

Watson Assistant Claims Accident Insurance (TEST) Addto
@ Jenkins CI 2 &
. . . Opinion
An open source continuous integration server.
Incoming WebHooks .
Opinion
é\b Send data into Slack in real-time. P
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Then select configuration:

Incoming webhooks

Incoming webhooks
Please note, this is a legacy custom integration - an outdated way for teams to integrate with Slack. These integrations lack newer features and they will be deprecated and possibly removed in the future. We do not
recommend their use. Instead, we suggest that you check out their replacement: Slack apps.

Incoming Webhooks are a simple way to post messages from external sources into Slack. They make use of normal HTTP requests with a JSON payload, which includes the message and a few other optional
details described later.

Message Aftachments can also be used in Incoming Webhooks to display richly-formatted messages that stand out from regular chat messages.

configuration

Add to slack:
< Browse apps

Incoming webhooks

Description configuration Security & Compliance
Please note, this is a legacy custom integration - an outdated way for teams to integrate with Slack. These
integrations lack newer features and they will be deprecated and possibly removed in the future. We do not

recommend their use. Instead, we suggest that you check out their replacement: Slack apps .

dd to Slack Incoming webhooks are a simple way to post messages from external sources into Slack. They make use of
to Slac normal HTTP requests with a JSON payload, which includes the message and a few other optional details
described later.

Message Attachments can also be used in Incoming Webhooks to display richly-formatted messages that
stand out from regular chat messages.

More info and support
@ Get app support
& Privacy Policy

&d Conditions
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Select the channel that was just created or that you want to use for forwarding the info:

(}:\,o) Incoming webhooks

Send data into Slack in real time.

Please note, this is a legacy custom integration - an outdated way for teams to integrate with Slack. These integrations lack newer features and
they will be deprecated and possibly removed in the future. We do not recommend their use. Instead, we suggest that you check out their
replacement: Slack apps .

Incoming webhooks are a simple way to post messages from external sources into Slack. They make use of normal HTTP requests with a
JSON payload, which includes the message and a few other optional details described later.

Message Attachments can also be used in Incoming Webhooks to display richly-formatted messages that stand out from regular chat
messages.

/N New to Slack integrations?
Check out our getting started guide to familiarize yourself with the most common integrations. You will also get a lot of tips

that you should keep in mind when developing. You can also register as a developer to let us know what you're working on and
to receive future updates on our APlIs.

Post to channel

Start by choosing a channel for your Wihle einen Channel... v ]
incoming webhook to post messages
to. Choose a channel...

o Michael Wohland Michael Wohland

# generally

o Andreas Carlsen Andreas Carlsen

ocvjb Christian Brussow

#esm webhook test @
oFlo Flo

# Freudenberg

Click on “Add inbound webhooks integration”:

Post to channel

Start by choosing a channel for your #esm webhook test ”

Add inbound webhooks integration

When you create an incoming webhook, you agree to the Slack API Terms of
Service .

incoming webhook to post messages

to. orcreate new channel

N
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The final page shows the Webhook URL along with other useful information such as possible

message designs — Note the Webhook URL down:
N

Browse apps » Custom integrations » Incoming webhooks » Edit configuration

| /N Your workspace has reached the maximum number of integrations. Upgrade your plan to get unlimited integrations.

j\b Incoming WebhOOkS Deactivate ® Removed

Added by Michael Wohland on March 21, 2023

Please note, this is a legacy custom integration - an outdated way for teams to integrate with Slack. These integrations lack newer features and they
will be deprecated and possibly removed in the future. We do not recommend their use. Instead, we suggest that you check out their replacement:
Slack apps .

Incoming webhooks are a simple way to post messages from external sources into Slack. They make use of normal HTTP requests with a
JSON payload, which includes the message and a few other optional details described later.

Message Attachments can also be used in Incoming Webhooks to display richly-formatted messages that stand out from regular chat
messages.

/N New to Slack integrations?
Check out our getting started guide to familiarize yourself with the most common integrations. You will also get a lot of tips that you
should keep in mind when developing. You can also register as a developer to let us know what you're working on and to receive
future updates on our APIs.

Setup Guide
close
We'll walk you through all the necessary steps to configure an incoming webhook so you can quickly start sending data
to Slack.
Webhook URL https://hooks.slack.com/services/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
send messages You have two options for sending data to the above webhook URL:

2. Preparing the JSON for forwarding the ESM information

Example for MS Teams:

For MS Teams it is possible to define a variety of JSON strings with different designs for the
information that is forwarded. In this example here | am using the so called “Message Card”
format. Again you can find more information for the creation of such cards in this URL from
Microsoft:

https://learn.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-
to/connectors-using?tabs=cURL
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Message Card example for MS Teams:

"@type": "MessageCard",
"@context": "http://schema.org/extensions",
"title": "ESM - Incident created",
"themeColor": "0076D7",
"summary": "ESM Webhook Test",
"sections": [{
"title": "$Situation.name - $Severity",
"facts": [{
"name": "Timestamp",
"value": "$Sample.Timestamp"
b A
"name": "Message",
"value": "$Message"
b A
"name": "Error:",
"value": "S$Error"
oo Ao
"name": "Value:",
"value": "$vValue"

1
"startGroup": true,
"markdown": true
Iy
"potentialAction": [{
"Qtype": "OpenUri",
"name": "Connect to ESM Server",
"targets": [{
"os": "default",
uri": "https://myESMServer:9443/"

}H]

As you can see in the facts section, there are name/value pairs. The name will be shown as
identifier and the value is the related information from ESM. The $Something is replaced with
the actual information from the incident. This section can be enhanced as you need it.

Create a single line out of the above for later usage:

{ "@type": "MessageCard", "Q@context": "http://schema.org/extensions", "title": "ESM - Incident
created", "themeColor": "0076D7", "summary": "ESM Webhook Test", "sections": [{ "title":
"S$Situation.name - $Severity", "facts": [{ "name": "Timestamp", "value": "$Sample.Timestamp"
}, { "name": "Message", "value": "$Message" }, { "name": "Error:", "value": "$Error" }, {
"name": "Value:", "value": "$Value" }], "startGroup": true, "markdown": true }],
"potentialAction": [{ "@type": "OpenUri", "name": "Connect to ESM Server", "targets": [{ "os":

"default", "uri": "https://myESMServer:9443/" }] }] }

Example for Slack:

Single line example based on the message design from the final page when creating the
Webhook URL above:

{ "text": "myservername | $Sample.Timestamp| $Severity| $Value| $Message| S$Error|
Classification"}
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3. Setting up the Task

Example for MS Teams:

Open the ESM Console and switch to the configuration part. Select task in the left bar and
click on the + next to WebHookExportincident to create a new task:

- O
a M x +
- C A Nichtsicher | hitps://smccosBesm552.de.cenit-group.com/#/configuration/tasks B = » 0 &
CENIT AG l] 10.10.0.1 CPRE ¢ FLUGHAFENTRANS. % Mutzerkonto Bund.. @ FileNet P8 Fix Pack. Verein u Mein Flightright | Fl... M WEB.DE fairplay Winner AND-E »

5951000 i M- £ O

Monitoring Administration Help
£¢ Configuration » g Tasks

® «

* Example

¥ FileExportincident

} MailExportincident

* MonitoringConfigTemplate

» OnDemandStariLibraryServer
Task Configuration | ObjectServer

} OnDemandStopLibraryServer

' OnDemandStopObjectServer

R @G A BB a

* ProcessExecution
* SnmpExportincident
¥ Statusiail

* WebHookExportincident

éﬂ[ﬂ&TE\IEEEE\IEEE‘IE\E
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The default task setup looks like this. The given parameters must be overwritten:
x < > v ©
% Task Configuration

Select the type of the task and enter its configuration data

'Namel ﬁ
active D

Task:| WebHooKEXxportincident =
Template: {"text” : "$Timestamp: $Severity: $Value | SMessage | SError "}
Webhook URL:| https://nooks.slack.com/services/<T>/<B>/<X>
Authorization Header: | apiToken

& Agent
Select the location where the Task should run
[Run on Server] Y
£4 Schedule

If active when and how often should the Task be executed?

. Intervalo Cron

Start: - -
End - -

Interval 1015 |Minute(s) ¥

First specify a name and then overwrite the template with “single line” message card JSON
we created in Part 2. Also overwrite the Webhook URL with the URL you have created in
Part 1. Make sure you don’t have any space in front or at the end of the entries. Do not make

the task active, just save it with the button from above.
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x > v ©

£ Task Configuration

Select the type of the task an

*Name |MyWebhookTest

active []

ask:| WebHookExportincident

e:|{ "@type"™: "MessageCard", “@context": "http://schema.org/extensions”, "title™

& Agent
Select the location where the Task should run

[Run on Server]

4 Schedule

nterval 10 Minute(s)

You can now setup this task as automated task in any situation you like.

x < v coe

& Automation

®
Condition Mode Tasks
Allof:  Severity == Critical First MyWebhookTest B 8

Situation == Cpu @ DCAP9Agent

The output in MS Teams looks like this:

@ ESMTest

ESM - Incident created
Cpu @ DCAP9Agent - CRITICAL

Timestamp  03/08/2023 08:46:55
Message Average CPU usage: 31% Measured values: 26%, 38%, 28%, 37%, 26%

Error: null

Value: 310

Antworten
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Example for Slack:

Open the ESM Console and switch to the configuration part. Select task in the left bar and
click on the + next to WebHookExportincident to create a new task:

— 16}
(=Y % [
&« C A Nichtsicher | hips;//smccos8esm552.de.cenit-group.com/#/configuration/tasks B = v » 0O 2
CENIT AG ﬂ 10.100.1 CPRE  §g FLUGHAFENTRANS.. ¥ NutzerkontoBund.. @ FileNet P8 Fix Pack Verein m Mein Flightright | Fl.. Mt WEB.DE fairplay Winner AND-E »

IEM ESM e - £ ©

Monitaring Administration Help
£ Configuration » g Tasks

€ @ «
& : o

* Example 2]
f:'i * FileExportincident )
T * MailExportincident =)

' MonitoringConfigTemplate o
"’ * OnDemandStariLibrarySenver m
Gg Task Denfigurstion ObjectServer =]

* OnDemandStopLibraryServer 23]
E ' OnDemandStopObjectServer @
I& * ProcessExecution ®

* SnmpExportincident @

' statusMail o

* WebHookExportincident

I%}Vr‘

The default task setup looks like this. The given parameters must be overwritten:
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x < > v ©

& Task Configuration

Select the type of the task and enter its configuration data

’Name| ﬁ
active D

Task:| WebHookExportincident v
Template: {"text” : "STimestamp: $Severity: $Value | SMessage | SError "}
Webhook URL: | https://hooks.slack.com/services/<T=/<B=/<X>

Authorization Header: | apiToken

& Agent

Select the location where the Task should run
[Run on Server] %

£4 Schedule

If active when and how often should the Task be executed?

. |ntervalo Cron

Start: v z
End: v M
Interval 10/ Minute(s) >4

First specify a name and then overwrite the template with “single line” JSON we created in
Part 2. Also overwrite the Webhook URL with the URL you have created in Part 1. Make sure
you don’t have any space in front or at the end of the entries. Do not make the task active,
just save it with the button from above. The “Authorization Header” might not be needed and
can be removed.
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x < > v © ® O

£ Task Configuration

Select the type of the task and enter its configuration data.

*Name |MyWebhookTest

active |:|
Task:| WebHooKEXxportincident v
Template: { "text”: "myservername | $Sample.Timestamp| $Severity| $Value| $Message| SError| Classification”}
Webhook URL: https://hooks.slack.com/services/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
Authorization Header || ]
& Agent

Select the location where the Task should run
[Run on Server] v

£ Schedule

If active when and how often should the Task be executed?

. Interval O Cron

Start: N4 n/
End: v 4
Interval: 1013 [Minute(s) Y
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You can now setup this task as automated task in any situation you like.

IBM ESM
£ Configuration @ Stuations» B Al Stuations

BO0DD0Z @ av

[ Aisiatons

P couguacisamasagen

€ Dstasasecomectonsiatus @ (CHNLSDS
P Dstavasecomectonstatus @ RIDBSS

MO

O Distspace_C_ore @uzrte-cmas-agent
@ Distspace D_rie @waxto-cmas-agent

P Disispace_E_Drve @ wzKsomap-agent

€ 1emon @ wakts-cmas-agent

O temonusagererProcess @ waris-cmss-agent
P NumberofFles @ wakte-cms-agent

O Fingerion @ wakis-cmgs-agent

O Frocess @wate-cmasagent

O ProcessCount @ wakie-cms-agent

P Resaurceliansgersenices @RIES

O Resourcaiansgenoumespsce @ RS

O Suapspace @ waris-cmp-agent

P wimiQuery @ PoolPageBufierRequest

e 4

[Tl Configuration Tt

o

x < v coe

mation

onsiton Mode Tass
Aot Severity = Waming Aways WebHook
ituation == Cpu @ w2x1E-cmec-sgent

Example of ESM-CSM-Workspace ( configured and working )

w

C Search ESM-CSM-Worksnace

ESM-CSM-Workspace - [ Wt webhook -

+ Add

Measured values: 65%, 84%, 423, 68%, 41%, 37%, B6%, 55%. 519, 37% | null | cpu

wok1br2esmsrvO1 [2023-03-21TORAT51.2667] WARNING] 50.9 | Average CPU usage: 50.9%
Measured values: 48%, 40%, 75%, 48%, 4%, 30%, 65%, 67%, 6%, 26% | null | cpu

Iztw-h2 [2023-03-20T19:02:50.3447] WARNING| 18 654489281628845 | FREE disk space on C: 18.654 PERCENT | null| disk-C:

WK1 ér2esmsrv01 [2023-03-21T08:48:51.5217] WARNING]| 530 | Average CPU usage: 53%
Measured values: 46%, 58%, 55%, 67%, 72%, 54%, 54%, 42%, 39%, 43% | null | cpu

W2k16resmsrv01 [2023-03-21T08 48:57.1277] WARNING| 26,74 7774082983728 | FREE disk space on C: 26.748 PERCENT | null | disk:C
w2k16r2esmsrv01 [2023-03-21T08:51:00.1257] WARI
Iztw-h2 [2023-03-21T08:51:24.111Z| CRITICAL| 12.785522938354202 | FREE disk space on Cz 12.786 PERCENT | null | disk:C:

w2kl ér2esmsrv01 |2023-02-21T08:51:51,313Z) WARNING| 53.3 | Average CPU usage: 53.3%
Measured values: 43%, 52%, 60%, 43%, 42%, 48%, 100%, 56%, 51%, 36% | null | cpu

w2k14r2esmsrv1 [2023-03-21T08:52:03.1117] WARNING| 23.345075819421454 | FREE disk <pace on C= 23.34& PERCENT | null| disk:C:

G| 25.055069075140445 | FREE disk space on C:; 25.055 PERCENT | null | disk:C:

w2k16r2esmsiv01 [2023-03-21T08:53:51.1897) WARNING| 50.4 | Average CPU usage: 50:4%
Measured values: 38%, 32%, 45%, 41%, 42%, 35%, 67%, 88%, B1%, 35% | null | cpu

Iztw-h2 [2023-03-21T08:51:24.1112] CRITICAL| 6.938606196996673 | FREE disk space on € 6.939 PERCENT | null | disk:C:

w2k1ér2esmsrv01 |2023-03-21T08:54:51,309Z] WARNING| 524 | Average CPU usage: 52.4%
Measurec values: 42%, 79%, 17%, 46%, 42%, 35%, 74%, 49%, 7%, 63% | null | cpu

w2kl ér2esmsrv01 [2023-03-21T08:55:06.1087] WARNING| 21.645968587507807 | FREE disk space on C:: 21.65 PERCENT | null | diskC:
w2k16r2esmsrv01 |2023-03-21T08:57.0%.1027) CRITICAL| 19.9165156645507 | FREE disk space on C:: 19.917 PERCENT | null | disk:C:

W2K16r2esmsrv01 [2023-03-21T08:57:21.2227] WARNING] 50.8 | Avérage CPU Usage: 50.8%
Measured values: 39%, 74%, 67%, 37%, 52%, 42%, 52%, 50%, 45%, 50% | null | cpu

lztw-h2 [2023-03-21T08:57:24.136Z] FATAL| 1.0919332394252528 | FREE disk space on C:: 1,092 PERCENT | nul | disk:C:

W2K16r2esmsrv01 [2023-03-21T08:58:21.4267] WARNING] 52.0 | Average CPU usage: 52%
Measured values: 41%, 32%, 563, 33%, 34%, 35%, 76%, 91%, 73%, 49% | null | cpu

w2k1ér2esmsrv01 2023-03-21T08:59:12.110Z] CRITICAL| 18.64876345509361 | FREE disk space on C:: 18.649 PERCENT | null | disic

&

admin

6-cm86-agent »
Probe
Name. Cpu @ waxte-cmac.
Acive. e
Mose METRIC
Request Count s
Calibscx fatze

w2eic-amse-sgent

Schedue:

Interval: 33 Secondis)
Agent warte-om@sagent
Subsysem wate-amde sg

rone: Cpu @ wxiE.cmB8 sgent
Taske

aESPronvers

watHook
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Contact Information

If you have any questions, please contact us at ECM.SystemMonitor@cenit.com.

CENIT AG
Phone: +49 711 7825 30
Email: ECM.SystemMonitor@cenit.com
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